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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 

i 

A person shall be entitled to a patent unless - 

(b) the Invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

1. Claims 1 - 17 and 19 - 50 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Cordero et al. (U.S. Patent Application Publication 2001/0044339 A1). 

Regarding Claims 1,4, 10, 12 - 14, 17, 23-24, 27, 29, Cordero discloses a 
gaming apparatus operatively connectable through a communication network to a 
gaming system server including at least one gaming terminal, operable to execute game 
software (para. 0007; where multiplayer game play is provided over a network), a 
secure communication apparatus, communicatively coupled to the gaming terminal and 
server, and operable to provide network access control for gaming information 
exchanged between the gaming terminal and server, and a communication network 
(para. 0012), an access control apparatus, communicatively coupled to the gaming 
terminal and server, and operable to prevent unauthorized access or malicious code 
access to gaming information within the gaming terminal or server (para. 0055; where 
players are granted or denied access based on player identification), and an integrity 
apparatus, communicatively coupled to the gaming terminal, and operable to ensure 
integrity of the gaming information within the gaming terminal and server (para. 0037; 
where a backup server is available to ensure the integrity of game system data). 
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. Regarding Claims 2, 5, 11, 15, 25, 28, Cordero discloses a gaming apparatus 
wherein the secure communication apparatus is operable to exchange gaming 
information and prevent unauthorized access to game information that is selected from 
a group of information types, using an integrity apparatus, that includes the game 
software, game configuration data, game play data, game performance data, server- 
determined game outcomes, gaming device operations software, maintenance 
information, security data, player data, marketing data, operations data, accounting 
data, electronic fund transfer data, and wagering account transfer data (para. 0055; 
where players are granted or denied access to game software services based on player 
identification). 

Regarding Claims 3, 26, Cordero discloses a gaming apparatus including at least 
one user interface selected from a group of user interfaces that includes a control panel, 
buttons, a coin acceptor, a note acceptor, one or more electro-mechanical reels, a 
keypad, one or more speakers, a card reader, a card reader display, a video display, a 
keyboard, a graphical interface unit display, a monitor, a printer, a modem, a tape drive, 
a digital Video disk drive, and a compact disk drive, (para. 0009; where multiple types of 
client systems, such as personal computers, games console systems, or personal 
digital assistants, each incorporating one or more of the above features may be used). 

Regarding Claims 6 - 7, 30 - 33, Cordero discloses a gaming apparatus wherein 
the secure communication apparatus is further operable to execute virtual private 
network application software and implement a virtual private network tunneling protocol 



Application/Control Number: 10/824,780 Page 4 

Art Unit: 3714 

(para. 0037) and includes a public network (para. 0010; where a virtual private network 
may be used over a public network, such as the Internet). 

Regarding Claims 8-9 and 16, Cordero discloses a gaming apparatus wherein 
the secure communication apparatus includes one or more firewalls and execute a 
cryptographic method to ensure integrity of the gaming information and implement an 
authentication protocol to prevent unauthorized access to an encryption key (para. 
0035; where protected systems use firewalls and security encryption algorithms to 
restrict access and defeat unauthorized access). 

Regarding Claims 19-22, Cordero discloses a gaming apparatus wherein the 
first integrity apparatus is further operable monitor gaming information for deviations 
from one or more expected baselines, detect vulnerabilities in the gaming terminal, alter 
operations of the gaming terminal in response to detection of corrupt data or failure of 
the gaming terminal (para. 0073; where a number of system failures and breakdowns 
are accommodated by a system). 

Regarding Claims 34 and 41, Cordero discloses a gaming system wherein the 
cryptographic protocol is selected from a group that includes a message authentication 
code protocol, a one-way hash protocol, a public-key cryptography protocol, a digital 
signature protocol, a symmetric encryption protocol, and a random number generator 
protocol (para. 0052; where message identification is used to verify identity). 

Regarding Claims 35 - 36, Cordero discloses a gaming system wherein the 
firewall includes a programmable network processor and an adaptive computing 
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integrated circuit (para. 0035; where a firewall work s with a protected computer, which 
may be a highly developed adaptive computing integrated circuit system). 

Regarding Claims 37 - 38, Cordero discloses a gaming system wherein each of 
the first access control apparatus and the second access control apparatus include at 
least one access control element, wherein the at least one access control element is 
selected from a group that includes a person authentication protocol, a software 
authentication protocol, a person authorization protocol, and an administration method 
(para. 0055; where a person identified and authenticated). 

Regarding Claims 39 - 40, Cordero discloses a gaming system wherein the 
person authentication protocol is selected from a group that includes a username 
authentication protocol, a password authentication protocol, a biometric authentication 
protocol, and an access token authentication protocol (para. 0055; where a person 
identified and authenticated via an ID access token). 

Regarding Claims 42 - 43, Cordero discloses a gaming system wherein each of 
the first integrity apparatus and the second integrity apparatus include at least one 
integrity element, wherein the at least one integrity element is selected from a group 
that includes an antivirus software, an antivirus scanner, an intrusion detection system, 
a data integrity system, an incident response protocol, a security management protocol, 
a vulnerability assessment protocol, and an authentication protocol (para. 0035; where 
each server is protected by an integrity apparatus including a security management 
firewall). 
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Regarding Claims 44 - 50, Cordero discloses a computer-readable medium 
having program instructions stored thereon to perform a method, which when executed 
within an electronic device, result in encrypting an executable software program to form 
a first encrypted executable software program at a gaming server, receiving, at a first 
firewall, a plurality of first data packets that includes the first encrypted executable 
software program, transmitting the plurality of first data packets when network layer 
information of the plurality of first data packets is verified against an access control list 
of the first firewall, receiving, at a programmable network processor, the plurality of first 
data packets, wherein the programmable network processor is configured to inspect 
application layer information of the plurality of first data packets (para 0080; where data 
along a communication path is encrypted, and where firewalls are negotiated between 
protected servers as described above), transmitting the plurality of first data packets 
when the application layer information of the plurality of first data packets is recognized 
as valid by the programmable network processor; receiving, at a gaming system server, 
the plurality of first data packets, decrypting the first encrypted executable software 
program received at the gaming system server to form a first decrypted version of the 
executable software program, authenticating the first decrypted version of the 
executable software program using a first predetermined criteria (para 0080; where data 
is decrypted when received), encrypting the first decrypted version of the executable 
software program to form a second encrypted executable software program when the 
first decrypted version of the executable software program is determined to be 
authentic, transmitting a plurality of second data packets that includes the second 
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encrypted executable software program across a communication network (para. 0080; 
fig. 2, elems. 110, 134; where the same communication network may be used in the 
same manner to distribute information from an authentication server, through a firewall, 
and to a plurality of client computers), receiving, at a gaming system terminal, the 
plurality of second data packets, decrypting the second encrypted executable software 
program received at the gaming system terminal to form a second decrypted version of 
the executable software program, authenticating the second decrypted version of the 
executable software program using a second predetermined criteria, and enabling 
execution of the second decrypted version of the executable software program when 
the second decrypted version of the executable software program is determined to be 
authentic (para, 0026; where client computers execute game programs in 
communication with game servers). 

Claim Rejections • 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claim 18 is rejected under 35 U.S.C. 103(a) as being unpatentable over Cordero 

in view ofZucker et al. (U.S. Patent 6,468,155 B1). 

Regarding Claim 18, Cordero discloses a gaming apparatus with a first integrity 

apparatus (para. 0037; where a backup server is available to ensure the integrity of 
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game system data), but does not disclose an integrity apparatus with intrusion 
detection. However, Zucker teaches a security system which is further operable to 
detect intrusive network packets received by the gaming terminal (col. 7, lins. 4 - 9), in 
order to provide notifications of unauthorized access and increase security of a gaming 
system. Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention to have modified the secure electronic gaming system with 
protective firewalls and backup database of Cordero with the secure electronic gaming 
system with intrusion detection of Zucker in order to provide notifications of 
unauthorized access and increase security of a gaming system. 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Patent Application Publication 2001/0039210 A1: Secure Gaming Network. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aashish Karkhanis whose telephone number is (571) 
272-2774. The examiner can normally be reached on 0800-1630 M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Robert Pezzuto can be reached on (571) 272-6996. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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